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Broadcast Channels

used for initial synchronization between the BTS and cell phone
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Broadcast Channels

Frequency Comection

Chomeel FCCH The SCH carries the information to enable the MS to synchronize to

the TDMAframe structure and know the timing of the individual
timeslots. The following parametersare sent

+ Frame number.
+ Base Site Identity Code (BSIC).

“The MS will monitor BCCH information from surrounding cells and
store the informeation from the best six cells. The SCH information on
these cells i also stored so that the MS may quickly resynchronize
when it enters a new cell.
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Common Control Channels

used by the BTS and the cell phone for call initiation

Pagng Channel (PCH)

Fangom Access Channal
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Access Geant Chanmel
(AGCH)

8-87 Mujdat Soyturk, Wirelessand Mobile Networks, Spring 2021, Marmara University

Common Control Channels
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antans fae frequency kocaton niormaton requred by e el chones
Frequency Comection 10581 up and receive calls. The BCCH is confinususly beoadcast by the
Channs FECH) BTS on e downink channel
* Location Area Identity (LAY).
List of neighboring cells that should be monitored by the M.
Listof frequencies used in the cell.
Cellidentity.

Symcpronczaton Chasne
+ Power control indicator.

ac) DTX permitted.
Access contro (., emergency calls, call barring ...etc).
CBCH description

BCCH s transmitted at constant power at all times, and all MS that may seek
Broadcast Contrel Chanmel | to use it to measure its signal strength
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Used by the BTS to assign a dedicated control channel to a M5 in

the

Channel. The MS will move to the dedicated channel in order to
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Pt Location Area Update or Short Message Service
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Dedicated Control Channels

used to manage calls
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Dedicated Control Channels

used to manage calls
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used to manage calls
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CALL PROCESSING in a GSM
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Process of Initializing a Call in a GSM
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Network

= =
i e &
= i
ws ! = i
ny & -
= =

8-121  MujdatSoyturk, Wirelessand Mobile Networks, Spring 2021, Marmara University

Process of Making a Call in a GSM
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Mobile-Assisted Handover (MAHO)
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Mobile-Assisted Handover (MAHO)
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GSM SECURITY
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Personal Identification Number (PIN)

Personal Identification Number
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Personal Identification Number (PIN)

Personal Unblocking Key
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Security in GSM

* Security services
— access control/authentication
* user < SIM (Subscriber Identity Module): secret PIN (personal identification number)
* SIM ¢ network: challenge response method
— confidentiality
* voice and signaling encrypted on the wireless link (after successful authentication)
— anonymity
* temporary identity TMSI
(Temporary Mobile Subscriber Identity)
« newly assigned at each new location update (LUP) “secret”
* encrypted transmission +A3and A8
¢ 3 algorithms specified in GSM ﬂ;::ﬁgev'ame
— A3 for authentication (“secret”, open interface) * network providers
— A5 for encryption (standardized)

can use stronger
— A8 for key generation (“secret”, open interface)

mechanisms
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Personal Identification Number (PIN)

<>
]
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Personal Identification Number (PIN)

Security measure
is in the cell phone
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User Authentication
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User Authentication
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User Authentication

MAND M) W s seEs
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User Authentication
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User Authentication
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User Authentication

RAND W) K smES RAND (M) K= sRES
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GSM - authentication

mobile network SiM

K, RAND

AC 128 bit 128 bit
A3
SIM
SRES* |32 bit SRES |32 bit
Msc SRES* =? SRE! SRES
32 bit
K individual subscriber authentication key SRES: signed response
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TMSI-Based Security
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TMSI-Based Security

TMSI key:

 Keops changing according to the location of the
cell phone

« Prevents unauthorized access of channel

« Provents

ntruder from tracing location

 Enhances security of GSM network
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TMSI-Based Security

Usage of TMS! keys

8 -152 Muijdat Soyturk, Wirelessand Mobile Networks, Spring 2021, Marmara University

TMSI-Based Security

TMSl is sent to a cell phone
after the authentication process
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TMSI-Based Security
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TMSI-Based Security GSM - key generation and encryption

vt

mobile network (BTS) MS with SIM
K RAND RAND  K;
AC 128 bit 128 bit 128 bit 128 bit

A8

cipher K

key 64 bit Ke

IMSI key used only when encrypted
SIM is used for the first time BSS data MS
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