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ABSTRACT IoT-based networks are vulnerable to jamming attacks due to their large-scale deployment
and shared communication environment. Resource constraints and the low computational power of IoT
devices make it harder to implement high-performance ML-based architectures for jamming detection. In
this work, the effects of jamming attacks on a Wi-Fi network are presented and a novel real-time jamming
detection mechanism is devised which can identify attacks on multiple channels in 2.4 GHz bandwidth
simultaneously. The experiments are conducted in the lab environment by generating the jamming attacks
with a Software Defined Radio. Certain QoS parameters in an end-to-end wireless IoT system are collected
during normal operating conditions and during jamming attacks. The detection mechanism is implemented
on IoT devices by employing the effects of jamming on wireless communication. The proposed real-
time jamming detection method has an accuracy of 99% with zero false alarms. It benefits from the
communication profile of a wireless network to detect jamming and requires minimal computational
resources regarding memory and CPU usage which makes it a low-cost and easily deployable solution

for IoT devices.

INDEX TERMS 10T, jamming detection, wireless communication, WiFi, SDR, real-time

. INTRODUCTION

NTERNET of Things (IoT) has brought significant

changes in the structure and functioning of many systems
with the advantages and benefits it provides. It has improved
daily and industrial life with its contributions to digitization.
Numerous application areas such as healthcare, manufactur-
ing, industrial processes, transportation, home automation,
environmental monitoring, and security benefit from IoT
systems [1]. A wide variety of wireless networks are used to
facilitate IoT communications, each with unique characteris-
tics and suitable applications. There are various kinds of IoT
networks, including Long Range (LoRa) and Long Range
Wide Area Network (LoRaWAN), Narrowband IoT (NB-
IoT), Long Term Evolution for Machines (LTEM), SigFox,
Zigbee, Z-Wave, and Bluetooth Low Energy (BLE).

LoRa/LoRaWAN offers long-range communication capa-
bilities with low power consumption, making it ideal for
applications requiring devices to send small amounts of data
over large distances [2]. Similarly, NB-IoT is a Low Power
Wide Area Network (LPWAN) radio technology standard
that focuses on enabling a wide range of cellular devices
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and services [3]. LTE-M is a type of LPWAN designed for
IoT or machine-to-machine (M2M) communications. LTE-
M has advantages in terms of power efficiency and provides
a higher data rate compared to other LPWAN technologies,
making it suitable for IoT applications that require real-time
communication [3].

SigFox offers global IoT connectivity through an LP-
WAN that is designed to provide robust, power-efficient,
and scalable communications to connected devices [4]. On
a smaller scale, Zigbee, Z-Wave, and Bluetooth Low Energy
(BLE) are used for creating personal area networks with
small, low-power digital radios [5]. Wi-Fi offers high data
rates, easy installation, and seamless integration with a lot of
industrial and home applications making it a popular choice
for IoT networks. It is important to consider different IoT
network technologies as they cater to varying requirements
such as range, power consumption, scalability, and network
coverage. This study focuses on Wi-Fi IoT networks due
to their high throughput, low latency, reliable connectivity,
and widespread availability and adoption [6]. Furthermore,
Wi-Fi networks offer high data transmission speeds, which
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TABLE 1: Comparison of loT Networks

Technology Throughput (Mbps) | Latency Max. Range | Power Consumption | Frequency
LoRa/LoRaWAN | <0.05 Seconds 2-15 km Very Low Sub-GHz
NB-IoT 0.025-0.250 Seconds to minutes | >10 km Low Licensed LTE
LTE-M 1 <10 ms >10 km Moderate Licensed LTE
SigFox <0.1 Seconds to minutes | 30-50 km Very Low Sub-GHz
Zigbee 0.25 <15 ms 10-100 m Low 2.4 GHz
Z-Wave 0.1 <100 ms 30-100 m Low 900 MHz

BLE 1-2 <3 ms 100-300 m Very Low 2.4 GHz

Wi-Fi Up to 600 <10 ms 15-100 m High 2.4 GHz, 5 GHz

is essential for real-time applications IoT applications that
need to transfer large amounts of data quickly, such as video
surveillance or smart home applications. A comparison of
the various wireless IoT network based on important Key
Performance Indicators (KPIs) is provided in Table. 1.

Wi-Fi networks are vulnerable to a large number of cyber
attacks, and IoT Systems are more prone to such attacks
due to their inherently open and shared nature. Wireless
IoT networks are exposed to several malicious attacks not
only because they use shared transmission mediums but also
because most IoT devices have minimal security features im-
plemented on them due to limited power and computational
resources [7].

Jamming is a renowned threat in wireless communication
as it can cause severe problems in real-time and security-
critical applications. Therefore, it is crucial to identify the
jamming attacks to take countermeasures and prevent any
harm to the system. Jamming is a subset of Denial of Ser-
vice (DoS) attacks where an attacker can block or jam the
legitimate transmission by injecting spurious packets in the
wireless channel in which the devices are operating. Jammers
interrupt wireless communication by producing high-power
noise near the transmitting and/or receiving nodes across
the entire bandwidth of the transmission channel. When IoT
devices are exposed to undesirable wireless transmissions
of nearby devices (mobile phones, other IoT devices) the
interference may cause the communication to be fully or
partially blocked. This phenomenon is also known as unin-
tentional jamming. Whereas, in an intentional jamming at-
tack, someone would deliberately try to obstruct the wireless
operation. There are various intentional jamming methods
namely the constant jammers, deceptive jammers, reactive
jammers, intelligent jammers, and random jammers [8]. For
some methods, the pattern or the effect of the jammer can be
easily identified but for others, the probability of detecting
a jammer could be low (e.g. random jammers, intelligent
jammers) [9]. Jamming attacks can interrupt communication,
cause connectivity problems, avoid the availability of ser-
vices, and eventually, degrade the performance of IoT devices
significantly both regarding energy consumption, as well as
the network throughput [9]. Communication interruptions,
connection problems, and unavailability of the service can
not only negatively affect the performance of the system
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and/or the inefficient use of resources, but also cause prob-
lems with process or system safety. For example, a jamming
attack on the IoT devices on the production line can cause
damage to the product, other devices, or the production line.
It can be harmful to the human operator working on the
production line and can cause significant production delays
or even halt production altogether. So, designing effective
mechanisms to detect and avoid such attacks is of utmost
priority.

In this article, an analysis study is presented to understand
and detect jamming attacks in Wi-Fi based IoT networks.
For this purpose, a jamming test setup is built and several
experiments are conducted to extract the normal profile of the
communication network and observe the effects of jamming
attacks. Certain QoS parameters are collected such as packet
density, network throughput, packet delay, connectivity, and
wireless link quality from a wireless IoT system. The data
is collected from both the IoT client device and the server in
normal conditions where there is no external interference and
during jamming attacks which are applied to the IoT system
with a commercial Software Defined Radio (SDR). Based
on the observed effects of the jamming attacks on commu-
nication, a novel method is proposed to identify such attacks
targeting the system in real time at different communication
channels.

The paper is organized as follows: The related work in lit-
erature for jamming detection and classification is discussed
in Section II. The modeling of the proposed jamming detec-
tion method is presented in Section III. Section IV describes
the methodology and experimental setup. The performance
evaluation results under normal conditions and during the
jamming attack are displayed in section V. The comparison
with state-of-the-art jamming detection methods is provided
in section VI. Section VII is dedicated to discussion. Finally,
Section VIII concludes the paper.

Il. RELATED WORK

Numerous techniques have been proposed in the literature for
jamming classification and detection. An analytical model
was presented in [10] to evaluate the wireless network
behavior and its performance under jamming attacks. The
simulation results of the proposed model indicated that the
throughput of the network was directly proportional to the
power of the jamming device. It was also shown that the low
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transmission rates are more adversely affected by jamming as
compared to the high transmission rates. A study was done
by [11] to estimate the effect of jamming from a physical
layer perspective on wireless networks. They employed tools
from stochastic geometry to analyze the performance metrics
of wireless networks as well as the error probability of the
receiver from a theoretical perspective.

Various studies have been carried out to identify jamming
attacks in wireless networks. The research work carried out
in [12] and [13] examined and identified the vulnerabilities in
the 802.11 MAC layer which could be exploited, and the ser-
vice could be denied to a legitimate user. In [14] the through-
put performance of IEEE 802.11 MAC was investigated
against several jammers. They implemented different jam-
ming attacks and compared the results of network throughput
concerning each jamming attack to identify the most effective
jammer. In [15], a jamming detection method for wireless
networks was discovered by identifying the correlation be-
tween the signal strength variation, PDR (packet delivery
ratio), and received signal pulse width. The study compared
the profiles of normal communication and demonstrated the
jamming effects on Wi-Fi networks experimentally.

Machine learning is a popular method to identify jamming
attacks. In the research conducted in [16], the authors sim-
ulated different kinds of jamming attacks and differentiated
them based on how they affected the wireless network. They
also developed multiple machine learning algorithms to iden-
tify jamming techniques and compared the effectiveness of
their proposed jamming detection schemes. They concluded
that the random forest algorithm performed the best in iden-
tifying jamming in that study.

An intrusion detection system based on machine learning
was introduced in [17] to identify not only jamming attacks
but also Distributed Denial-of-Service (DDoS) attacks and
other network intrusions. The authors in [18] designed an
intelligent jammer using adversarial machine learning and
proved their jamming method to be more effective than
sensing-based or random jamming attacks. They also de-
veloped a jamming defense strategy using deep learning
methods. A deep learning model was also used by [19] to
detect and mitigate jamming. It was shown that a mobile
device could obtain an optimal communication policy by
using an RL-based frequency-space anti-jamming system. It
manipulated and used the spread spectrum and user mobility
to avoid strong interference and jamming. A random forest-
based detection method for 802.11 MAC layer jamming was
implemented in [20]. In [21], the researchers contributed
to the literature with a jamming attack detection technique
based on gambling games. A jamming detection model was
built for time-critical wireless applications such as a smart
grid. They used a gambling-based model and introduced a
new metric named message invalidation ratio to compute the
systems’ performance during jamming attacks. The message
invalidation ratio increased from O to 1 in case of jamming.

The above-mentioned solutions are effective and efficient
but machine learning and deep learning-based approaches
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may require complex calculations depending on the model
architecture and the resources of commercial IoT devices
may be insufficient to deploy such algorithms. Alternatively,
Liu et al. used packet loss rate and RSSI information [22]
to develop a jamming detection application on an android
smartphone. In the work presented in [23], jamming detec-
tion was built for wireless ad hoc networks. This technique
utilized the correlation between the correct reception time of
the packet and the error to detect the presence of a jammer
in the surroundings. In [24] the researchers established the
potential impact of employing mobility control to a primary
network to enhance resilience to jamming. The study showed
that any change in the network geometry attained through
node and jammer mobility could significantly impact the
jamming attack.

There are also several anti-jamming techniques proposed
in the literature to avoid jamming attacks. In [25] the authors
introduced an effective anti-jamming method based on fea-
ture extraction and deep reinforcement learning to enhance
the performance of wireless communication. Anti-jamming
techniques based on reconfigurable intelligent surface (RIS)
is presented in [26] to improve the received signal power in a
hybrid satellite-terrestrial relay network. A practical solution
for secure and energy-efficient beamforming in multibeam
satellite systems and avoiding jamming attacks based on
the signal-to-leakage-plus-noise ratio (SLNR) metric is pre-
sented in [27], [28]. For secure communication in an IoT
network using active and passive RISs to optimize power al-
location and to solve a secrecy energy maximization problem
is investigated in [29].

A. RESEARCH GAP

The research gap in the literature is highlighted in the follow-
ing points.

1) Most of the jamming detection mechanisms presented
in the literature are focused on detecting jamming
attacks on a single communication channel.

2) Jamming detection methods generally use high com-
putational resources or additional hardware to collect
data and identify jamming. Such methods are not suit-
able and easily deployable in IoT devices given their
implementation on a large scale, low cost, and limited
computational and power resources.

3) It is also not feasible to implement complex machine
learning and deep learning-based jamming detection
methods on the end devices though they can be imple-
mented in the cloud or at an edge server. The downside
of remote deployment is that the jamming attacks
usually interrupt the connection of the IoT devices
hence the data from the device can’t be transmitted
for analysis, and the detected jamming alert may not
be sent back to the IoT devices, making them still
vulnerable to jamming attacks.
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B. OUR CONTRIBUTIONS

The work presented in this article is novel as the jamming
attacks can be detected on multiple channels in real time
on the IoT device. It requires only an additional Wi-Fi USB
adaptor to capture the network traffic in monitoring mode as
the built-in network interface card of the IoT device will be
used for communication purposes in the Wi-Fi network. The
proposed jamming detection method can be integrated with
IoT devices enabling them to be more smart and independent
of each other. In this way, they will be able to detect jamming
on their own and can be programmed to respond to such
attacks accordingly to prevent harm to the system. The state-
of-the-art jamming detection method was tested on a real IoT
network in the lab to observe its effectiveness and is found to
be suitable for application on low-cost [oT devices.

lll. MODELING OF JAMMING DETECTION SYSTEM
This section explains the jamming detection criteria and the
proposed jamming detection system model with pseudo code.

A. JAMMING DETECTION SYSTEM CRITERIA

The jamming attacks lead to abnormal behaviors by ob-
structing or blocking communication in the wireless network.
The jammer’s goal is to decrease the SNR of the system
below the threshold value so that the wireless devices cannot
communicate with each other. SNR can be computed as [43].

SNR(dB) = 20log(S/N) (1)

Here, S is the power received by the Wi-Fi node and N is the
noise level. If there is a jammer in the environment then SNR
including the Jamming signal noise becomes as shown in Eq.
(2).

JNR(dB) = 20log(S/(N + Jy)) 2)

Js is the power of the jammer. If .J; is high then the SNR de-
creases as SNR is inversely proportional to Jammer’s power.
From Shannon’s Equation, the channel capacity is given as:

C = Blog2(1+ S/N) 3)

In Eq. 3, B is the bandwidth of the channel and S/N is the
power ratio of the received signal and noise level. When a
jammer is also present in the environment, the noise level
increase as jammer’s own noise is added in the noise that
is already in the channel as shown in Eq.2 thus lowering
the signal-to-noise ratio. Hence the capacity of the channel
decreases.

Several network parameters such as network throughput,
packet delivery ratio, increased collision rate, and the RSSI
level along with the difficulty in medium access can be an
indicator for intrusion/jamming attacks against the wireless
network. The outliers in these parameter values can be eval-
uated with statistical methods and used to generate alerts.
However, they can also occur in regular communication
due to the nature of wireless networks. Hardware-specific
problems, operating system, and application-related issues,
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congestion in the network, queuing, and many other factors
in the environment may also cause such outliers which should
be addressed correctly to separate them from the behavior
of the device during jamming attacks. In this paper, an
effective algorithm for jamming detection is implemented
which analyzes these parameters to detect a jamming attack
that causes disruption in the communication channel. A brief
overview of the Key Performance Indicators (KPIs) used for
jamming detection system modeling is given below.

1) Throughput

The throughput of a network is the number of successfully
transmitted packets or bytes per unit of time. It is dependent
on the available bandwidth, noise, delay, and hardware lim-
itations of the medium. In practice, the actual throughput of
whether the wired or the wireless network is consequently
lower than the maximum theoretical throughput because it
is adversely affected by latency, network congestion, packet
loss errors, and protocol limitations.

2) Packet Delivery Ratio

Packet Delivery Ratio (PDR) is a key performance metric in
network analysis that measures the success rate of packets
being delivered across a network from a source to its desti-
nation. It is often expressed as a percentage and calculated
as the ratio of the number of packets successfully received to
the number of packets sent. A high PDR indicates a reliable
network indicating that most packets sent have successfully
reached their intended destination. Conversely, a low PDR
indicates issues with the network, such as high congestion,
poor link quality, or other types of interference.

3) End-to-End Delay

End-to-end delay is the total time it takes a packet to traverse
a network from source to destination. This includes all de-
lays in transmission, propagation, queuing, and processing,
as well as any additional time spent waiting for system
resources to become available or due to possible network
congestion. So, while latency is the time it takes a packet
to travel from one point to another, end-to-end delay is the
total time it takes the packet to travel from the originating
host to the destination host. This would include sum of all
the latencies along the path, including delays at intermediate
nodes or routers.

4) RSSI

The Received Signal Strength Indicator (RSSI) is the mea-
surement of the strength of the received signal in dBm (deci-
bels relative to milliwatt) from the sender. It’s required to be
high enough to establish a successful wireless connection.

B. PROPOSED JAMMING DETECTION SYSTEM MODEL

Wi-Fi, as defined by the IEEE 802.11 standard, is one of the
most prevalent wireless communication protocols employed
by IoT devices due to its ubiquitous availability, high data

VOLUME 4, 2016



This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2023.3293404

Fatima et al.: Real-Time Jamming Detection in Wireless loT Networks

IEEE Access

transfer rates, and easy integration with existing network
infrastructure [31]. Wi-Fi networks that operate in 2.4 GHz
bandwidth have 14 channels [30]. As shown in Fig. 1, each
channel is spaced 5 MHz apart from each other except for
channel 14, and has a bandwidth of 20 MHz. Therefore, the
Ist, 6th, and 11th channels are the most commonly used
channels since they do not overlap and cause interference
with each other.

1 2 s 4 s 6 LA T T} noo2 on
Channels
2402 2417 242 2427 242 243 2442 2447 242 2457 2482 2457 2472 2484
Center Frequency
Gz

| 22 |

FIGURE 1: Channels in 2.4 GHz Wlan band

In the physical layer implementation, Wi-Fi communica-
tions employ Orthogonal Frequency Division Multiplexing
(OFDM) and for the WLAN MAC layer, the signals are
modulated using Quadrature Phase Shift Keying (QPSK)
[32].

Due to the widespread use of Wi-Fi networks in today’s
world, the reliability of communication is of key importance.
Radio jamming is one of the simplest ways to disrupt these
networks. A data-driven jamming detection method is pro-
posed in this paper utilizing parameters explained in Section
3.1. In this method, An ordinary profile of the IoT network is
observed under normal conditions when there is no jamming
attack and the device and server are communicating with
each other. This ordinary profile reflects “the regular state”
of the system and acts as a benchmark having no jamming
attacks. The values of throughput, PDR, delay, and RSSI
are sampled in the regular state profile and the statistical
measures are obtained to generate the threshold values which
would be used to threshold values for outlier and anomaly
detection. This regular state is compared with the system’s
profile during the jamming experiments in real-time in which
jamming signals are applied to the IoT device at certain time
intervals.

The data collected from the regular state profile of the
system were analyzed statistically and their distribution was
examined. It is observed that the data do not comply with the
normal distribution when the Shapiro-Wilk and Anderson-
Darling tests are applied to the data set. The Chebyshev’s
Theorem, valid for all datasets, provides the necessary com-
putation to identify outliers. Based on the Chebyshev’s The-
orem, at least 88.8% values would fall within 3-sigma values
so the threshold values of the parameters were set using 3-
sigma rule. Several experiments were conducted to verify the
effectiveness of the threshold values as well calculated using
(6) and (7).

N
o= —Zizl(ﬁ iy )
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Here N denotes the total number of observations in the
dataset, p is the mean of the dataset, and x; represents the ith
value of variable X. The threshold values for the observed
data or measurements can be calculated by the arithmetic
mean and standard deviation values using Eq. (5). Any z;
values exceeding these defined thresholds are considered
outliers e.g. z;y and x, are the outliers represented in (6) and

).

threshold = p + 30 (&)
Ty > W + 30 (6)
T < pu—30 7

The hypothesis that if a jamming attack occurs, the
throughput, PDR, delay and RSSI values will deviate from
the regular state parameters has been confirmed in the exper-
iments. Even if the jammer senses the effects of jamming in
the IoT network and changes its setting, still the attack would
deteriorate the performance of IoT system and the values of
network delay, throughput, and RSSI would not lie in the
normal range during the attack. The set threshold is sensitive
to system changes and when the values would not lie in the
threshold it would indicate that there is an anomaly in the
network.

Eq.(8) is used to calculate the accuracy of the jamming
detection system.

Accuracy = (TP+TN)/(TP+ FP+ TN+ FN) (8)

Here in (8) TP, FP, TN, and FN stand for True Positives,
False Positive, True Negatives and False Negatives, respec-
tively.

Jamming attacks are carried out in a controlled laboratory
environment and the accuracy of the jamming detection sys-
tem is measured in both real-time and offline data collected in
the form of pcap and csv files during the experiments. Offline
data was labeled and false alarms generated by the system
were also calculated.

The pseudo-code of the basic jamming detection method
is provided in Algorithm-1. The function explained in
Algorithm-1 is called for every incoming packet captured
by the Wi-Fi network interface. For every non-overlapped
channel in 2.4 GHz bandwidth, the recorded and stored
parameters threshold values are compared to the values of
each incoming packet. If the incoming packets have contin-
uously abnormal values of the recorded parameters for more
than the specified timeout value on a specific channel, it is
declared that a jamming attack is being done on that channel.
The abnormalities are declared after a timeout to avoid the
occasional outliers in the parameter values.

The function explained in Algorithm-1, the devised
method captures the runs for every incoming packet cap-
tured by the Wi-Fi network interface. The measured values
beyond the 30 are considered as outliers. Outliers cannot
be considered as jamming, but they might present patterns
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Algorithm 1 Jamming Detection Mechanism
The threshold values of End-to-End delay, throughput, PDR
and RSSI are represented as dy,, Thep,PD Ry, and RSS 1y,
while the current values are represented by d, Th, PDR and
RSSI. The current time is represented by ¢,
Imput: d,Th,RSSI,PDR
Output: JammingAt[n]
to == tC’ At - 0

1: procedure JAMMING DETECTION(Packet)

2 for Channel=[1...n] do
3: for each packet do
4
5:

if A; < timeout then
if d > dy, and Th < Thy, and PDR <
PDRy;, and RSS1 >= RSS1I;, then

6: Ay =t.— 1ty

7: else

8: to = t.

9: At =0

10: JammingAt[Channel] = False
11: end if

12: else

13: JammingAt|Channel] = True
14: end if

15: end for

16: end for

17: end procedure

similar to jamming. Therefore, the continuity of such outlier
values should be monitored along with the change in other
parameters, e.g. RSSI. In the algorithm, the throughput and
PDR are calculated and updated every second. RSSI is cal-
culated in dBm and provided by the WiFi card of the device
whenever a new packet is captured. During a jamming attack,
packets will be corrupted and will not be captured by the
NIC. Since there is no packet received during jamming, it is
not possible to calculate RSSI values for them. Therefore, a
very low RSSI value is assigned for that time period since
it is clear that the jammer doesn’t have the incentive to
increase the signal quality. On the other hand, corrupted
packets cause a drop in the throughput and PDR of the device.
Therefore, there is an upper bound for throughput and PDR
which is only achievable in the regular state profile (when
there is no jamming), and the throughput and PDR value
will decrease during the jamming attack. Therefore, a lower
threshold value of throughput and PDR is defined to detect
outliers during the jamming attack. On the other hand, the
network delay presents an opposite characteristic compared
to the throughput. In the regular state profile, the inter-packet
delay will be at the minimum, and its value will increase
during the jamming due to the dropped/corrupted packets.
Therefore, only an upper threshold value for the inter-packet
delay is defined and used in Algorithm-1.

For all the channels in 2.4 GHz bandwidth, the incoming
packets from each channel are captured in monitoring mode,
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and the recorded and stored parameters threshold values
are compared to the values of each incoming packet. In
Algorithm-1, ¢, is the current time (the real point in time)
and initially, ¢y which is a temporary value of time is set
equal to t. and A, is zero. ty is updated whenever a new
packet is captured. For each incoming packet, if the values
are under the normal range, §; remains zero and £ is set to t..
If the values are out of bound then A; is set to the difference
between the current time and t5. When A; becomes larger
than the timeout value, it indicates an abnormality in the
parameters. If this abnormality is continuous for more than
the timeout, then it is stated as a jamming attack. If the
values become normal before the timeout is reached, It is
considered an outlier, and the values of ¢y and ¢, are reset.
The abnormalities are declared after a timeout to avoid the
occasional outliers in the parameter values to minimize false
alarms. The devised method can detect jamming in all the
channels in the 2.4 GHz band simultaneously. The flowchart
of the whole jamming detection process for a single channel
is also presented in Fig. 2.

Start Initialization Sniff new packet

If (Packet)

™ NoJamming

Jamming
Detected/Notify
User

At<
timeout

FIGURE 2: Flowchart of the Jamming Detection System

IV. METHODOLOGY AND EXPERIMENTAL SETUP
For the experiment, an IoT system is designed to create a
Wireless Local Area Network (WLAN) operating in the 2.4
GHz frequency band. The designed system consists of a
server, an [oT device (Raspberry Pi), and an access point.
Both the client and the server are connected to the common
access point and are communicating with each other over a
specific channel (e.g. channel 11 at 2.462 GHz). The devised
jamming detection mechanism can detect jamming in all the
channels in 2.4 GHz bandwidth but for the ease of this study,
the 3 most commonly used channels (channel 1, channel 6,
and channel 11) are considered in the following experiments.
Software-Defined Radios (SDRs) are communication de-
vices commonly used for receiving and/or transmitting radio
signals. SDRs are also used previously [32], [33] for Wi-Fi
jamming studies. A spot-jamming scenario is implemented
using NI-USRP-2932 Software Defined Radio (SDR). Noise
signals are generated with SDR by sending non-Wi-Fi pack-
ets with different text messages as the payload at 2.4 GHz
bandwidth. SDR is tuned to concentrate all its power on a
single frequency and send the packets in a continuous loop to
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FIGURE 3: Experimental Setup

execute the jamming attack. The signal generated by the SDR
disrupts wireless communication between the IoT device and
the server.

Additionally, three NodeMCU ESP8266 devices are used
in the experiment to generate IEEE 802.11 beacon frames
in channels 1 (2.412 GHz), channel 2 (2.437 GHz) and
channel 3 (2.462 GHz) respectively. Each device broadcasts
one beacon frame of fixed size at regular intervals, e.g. every
10 ms. The reason for using the ESP8266 devices is to
observe the effects of jamming on wireless communication
where the network parameters are known and consistent. The
experimental setup showing the client, jammer, server, access
point (AP), and ESP8266 devices are presented in Fig. 3.

At first, the data in which the devices are communicating
with each other under normal conditions for 300 seconds
(5 minutes) is collected to grasp the regular state profile
of the system. After that, the jamming attacks are applied
on each channel. An omnidirectional antenna is used on
the jammer which is placed next to the client to minimize
the external factors affecting the signal. Different jamming
attacks were performed on the system to check its behav-
ior and the effectiveness of the jamming detection system.
During the experiment different QoS parameters such as
packet density, network throughput, PDR, network delay,
device connectivity, and wireless link quality are collected
and stored from both the IoT device under observation and
the server. The data is collected and stored for both scenarios
when the devices are operating under normal conditions and
also during the jamming attack. On the client device, an
additional USB Wi-Fi dongle is used to capture packets in
the monitoring mode and the onboard WiFi interface is used
in the managed mode to communicate with the server.

In the managed mode the wireless network interface con-
troller (WNIC) can only capture the packets which have
our client’s MAC address as the destination MAC but the
monitoring mode allows the WNIC to capture all the traffic
on the wireless channel [34]. Frequency hopping is applied to
the USB dongle every 100ms to capture the packets from the
three channels (1, 6, and 11) in monitoring mode. The packets
sent by the ESP 8266 devices are captured in the monitoring
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mode as a reference to calculate the network throughput,
PDR, delay, and RSSI. The data is saved in pcap and csv
files for further analysis and accuracy calculations. All the
experiments are conducted multiple times and with different
clients to verify the consistency and accuracy of the captured
packets’ parameters under the same conditions.

Two different sets of experiments were performed, details
of which are given below.

A. EXPERIMENT-1

In this experiment, the jamming attack is applied on each
channel one by one. The signal emitted by the SDR is
configured to a bandwidth of 20 MHz and a gain of 30 dB.
The jamming signal pattern is shown in Fig. 4.
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FIGURE 4: Jamming signal pattern for Experiment-1

At first, channel-1 is attacked, then channel-6, and at
the end channel-11 was attacked. The total duration of the
experiment was 300 seconds. Each channel was attacked for
70 seconds.

B. EXPERIMENT-2

The jamming signal pattern for these experiments is shown
in Fig. 5

Jamming Signal

304 —

|
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FIGURE 5: Jamming signal pattern for Experiment-2
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In this set of experiments, the jamming signal with varying
power levels was applied to all the channels one by one.
The power of the jamming signal was varied from 2 dB
to 30 dB with 20 MHz bandwidth and the effect of lower
power on the system was observed. The jamming signal was
applied such that for 10 seconds the jammer was off and for
10 seconds the jammer was on. For each cycle, the jammer
power was increased by 2dB. In all the experiments, the
jammer’s distance from the client was kept constant.

V. EVALUATION OF THE RESULTS

A. THROUGHPUT IN THE MANAGED MODE

In this section, the throughput under normal conditions and
during the jamming attack for both IoT device and the server
is presented.

1) Results of Experiment-1

The throughput of the client and the server in the managed
mode for the first set of experiments is plotted in Fig. 6.

Throughput of the server vs time

—— Normal condition
—— Jamming attack

40000 -

30000 -

20000 4

Throughput (bytes/s)

10000

T T T T T T T
o] 50 100 150 200 250 300
time(s)

@)

Throughput of the client vs time
50000

—— Normal condition
—— Jamming attack

40000 -

30000 4

20000 +

Throughput (bytes/s)

10000 A

T T T T T T T
0 50 100 150 200 250 300
timel(s)

o)

FIGURE 6: Results of Experiment 1: Throughput of channel-
11 (in which the devices are operating) in managed mode
a)Throughput of the server under normal conditions (green)
and during the jamming attack (red) (b) Throughput of the
client under normal conditions (green) and during, jamming
attack (red)

Green indicates the throughput of both the server and client
under normal conditions and red indicates the throughput
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when the jamming signal is being sent from the SDR. It is
visible that as both devices are operating at f=2.462 GHz,
the jammer only affects the throughput when it starts sending
the signals on channel 11 at t=230 s. It is observed that the
throughput of both the server and client decreased severely
after the jamming attack started and eventually reached zero.
It is also noticed that jamming attacks caused connectivity
problems among the devices and as a result, the client dis-
connected from the access point during the jamming attack.

2) Results of Experiment-2

For the second experiment, As the channels are non-
interfering when channel-1 and channel-6 were attacked with
varying power levels of the jamming signal, no visible effect
is noticed on the throughput and performance of the IoT
system as it is operating in channel 11.

Throughput of the server vs time
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FIGURE 7: Results of Experiment-2: Throughput of channel-
11 (in which the devices are operating) in managed mode
(a)Throughput of the server (b) Throughput of the client

But when channel-11 is attacked, the jamming effects are
observed. As can be seen from Fig. 7, As the power of the
jamming signal increased the throughput declined more and
more. When the jammer’s power reached 22 dB, the client got
disconnected from the access point due to severe jamming
effects and the throughput reached zero. The jamming signal
was applied after regular intervals, but the time in between
attacks was so small that the client was unable to establish the
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connection with the server again so the throughput remained
zero until the end of the experiment.

B. PERFORMANCE RESULTS IN MONITORING MODE

1) Results of Experiment-1

The packets sent by the ESP8266 devices in three channels
are captured for both normal communication and during the
jamming attack in the monitoring mode using the Wi-Fi USB
dongle. The network throughput and PDR is measured in
each of the channels as shown in Fig. 8 It is visible from the
figure that the throughput and PDR of the channels drop only
when the jamming signal is sent on the respective frequency
on which the channels are operating.

This is due to the fact that the bandwidth of the jamming
signal is set to be 20 MHz and non-overlapping channels (1,
6, 11) are chosen in the experiments. The beacon packets sent
by ESP 8266 devices are blocked during jamming resulting
in a decrease in throughput and PDR. Fig.8 (a),(d), and (g)
shows the throughput of the channels in normal conditions.
Fig. 8 (b) and (c) show the throughput and PDR of channel
1 under the jamming attack. As the jamming signal of 2.412
GHz is sent from t=30 s to t=100 s, the throughput and PDR
of channel 1 is decreased in that period. Similarly, a drop in
the throughput and PDR of channel 6 is observed when the
jamming signal is sent at the frequency 2.437 GHz between
t=130 s to t=200 s (Fig. 8 (e, f)) and finally, Fig. 8(h, 1) shows
that the throughput and PDR of channel 11 declined between
t=230s to t=300s.

Wi-Fi parameters experience large temporal variations
which can also be observed in Fig. 8. The reason that the
momentary dips in throughput like around t=100 in Fig. 8
(a,d,g) will not generate a false jamming detection alarm is
that we have set a timeout value, and if the dip is smaller
than the timeout value it will be considered an outlier but not
a jamming attack. The timeout value has been selected after
performing various experiments such that the system does not
generate false alarms and also does not miss jamming attacks.

A similar pattern can be observed in Fig. 9 as well where
the central frequency channel from which the beacon packets
are captured is represented on the y-axis. Although it is seen
as a straight line during normal conditions, it has discrete
scattered points indicating the time that a packet is captured
in a certain frequency. When there is jamming on a particular
channel, there are blank spaces representing the time period
when no packet is captured on that channel. As can be seen
from Fig.9 (b) that the packets are missing/corrupted during
the time when a jamming attack is applied on a channel(e.g.
missing packets at {=2.412 GHz between 14:52 to 14:54).

Fig. 10 displays the inter-packet delay of the beacon
packets sent by ESP8266 devices in the respective channels.
During the normal condition as plotted in Fig. 10 (a), (c), and
(e), the inter-arrival times of the incoming packets is usually
around 10 ms but under the jamming attack, it increases
due to the corruption of packets. Fig. 11 displays the RSSI
values of the captured packet. During jamming attacks, some
of the packets are not received by the device so the RSSI
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can’t be calculated for those packets. This indicated that the
packet is corrupted by the jammer and the client is unable
to receive beacon packets from the NodeMCU devices when
their respective channel is jammed. This can be seen from
Fig. 11 where missing RSSI values are observed during
jamming attacks. From t=30 to t=100, channel-1 was under
attack. From t=130 to t=200, channel-6 was under attack and
from t=230 to t=300, channel-11 was under attack. During
these time periods, the channel which was under attack had
missing RSSI values as shown in Fig. 11 (b,d, and e).

2) Results of Experiment-2

For the second set of experiments, The jamming attacks are
applied separately with varying power levels on all three
channels, and the beacon packets are captured. Similar effects
are observed in all three channels so here in this article
only the results of the jamming attacks from channel-11 are
presented. The beacon packets are captured in the monitoring
mode during the experiments and the throughput, PDR, inter-
packet delay, and RSSI for this experiment are presented
in Fig. 12. It is observed that though the jamming attack
has low power still as the antenna was pointed toward the
client so it had a severe effect on the system even when
the jammer’s power was very low. Fig. 12 (a) and (b) show
how the throughput and PDR decline during the jamming
attack. The normal interpacket delay of channel-11 is around
100ms as can be observed from Fig. 10 (e) but during these
jamming experiments, it has increased upto 10 times as can
be observed in Fig. 12(c). The effect on RSSI is not clearly
visible from the figure as during the jamming attacks where
power is less than 20dB, not enough packets are corrupted
that can be observed in the figure but as the power increased
from 20dB to 30dB missing RSSI values can be noticed in
the Fig. 12 (d)

C. JAMMING DETECTION AND ACCURACY
CALCULATIONS

Based on the results presented above performance results
from the data collected in the managed mode as well as in
the monitoring mode, it can be deduced that:

1) The throughput of a certain channel decreases signif-
icantly under the jamming attack as compared to the
normal operation.

2) The jamming attack causes a substantial decrease in the
channel’s PDR compared to normal operation.

3) The received packet delay increases during jamming
attacks due to corruption and re-transmission

4) The RSSI of the packet can’t be calculated for the
missing packets

Based on these observations, the proposed jamming detection
mechanism can be applied to detect a jamming attack on
any channel by the device itself and the necessary counter-
measures can be implemented. For the experiment conducted
above, the implemented jamming detection system can suc-
cessfully detect jamming on all three channels as seen in Fig.
13.
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FIGURE 11: (a) RSSI of captured packets of ESP 8266- 1 (f=2.412 GHz) under normal condition (b) RSSI of captured packets
of ESP 8266- 1 (f=2.412 GHz) under Jamming attack (¢) RSSI of captured packets of ESP 8266- 2(f=2.437 GHzg)under normal
condition (d) RSSI of captured packets of ESP 8266- 2 (f=2.437 GHz) under Jamming attack (e) RSSI of captured packets of
ESP 8266- 3 (f=2.462 GHz) under normal condition (f) RSSI of captured packets of ESP 8266- 3 (f=2.462 GHz) under Jamming

attack

The accuracy is calculated both in real-time and using not follow any predetermined structure or sequence, making
the offline data collected from the experiments. In real- it difficult to anticipate or counteract. To generate the random
time, various experiments are designed in order to further jamming signal gaussian noise was introduced in the system
evaluate the performance of our jamming detection model using SDR as shown in Fig. 14. During all the experiments

with different jamming attacks incorporating random jam- the jammer’s power and distance from the client were kept
ming signals as well. These tests aimed to assess the accu- constant. All the data from experiments are collected and
racy of the system under various jamming attack scenarios later analyzed to calculate accuracy offline as well. The
where the jamming signal was random in nature. As the accuracy was calculated using Eq. (8).

random jamming signal exhibits unpredictable and random From the calculations and experiments, It is observed that
characteristics in its frequency, timing, or modulation. Unlike the system provided zero false alarms (FP=0) in all of the
specific predefined patterns, a random jamming signal does experiments when the jamming signal was stronger than
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10dB. It reflects that the system does not raise jamming
attack alerts when there is no jamming attack but 1% of the
time it was unable to detect the jamming (1% FN). This is
due to the fact that a timeout value is used in Algorithm-
1. When the values of the parameters under consideration
exceed the threshold values and an abnormality is detected,
the system doesn’t immediately indicate the existence of a
jamming attack, but it continues to measure and observe data
to see whether these conditions persist until the timeout is
reached. This timeout is set to remove the occasional outliers
in the data. So if the jamming duration is extremely small
to have a long-duration effect on the network (more than the
timeout value), it would not recognize it as an attack but as
an outlier.

Although the accuracy of the jamming detection system
depends on the jamming signal strength, we observed high
accuracy rates even at low-power jamming signals. When the
jamming signal strength is greater than 12 dB the detection
rate is around 99%. Lower power levels affect the accuracy
slightly as presented in Fig. 15.

D. CPU USAGE, MEMORY CONSUMPTION, AND
ENERGY EFFICIENCY

The Raspberry Pi 3 Model B was utilized to run the
jamming detection application to test the performance of
the application and its suitability. The application, when
operational, exhibits a CPU usage of approximately 12.3%
and uses a peak memory of 0.214 Mbytes.
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The power consumption of the Raspberry Pi 3 Model B
varies depending on the workload. It consumes around 1.2-
1.4 W when idle and up to 3.7 W under maximum CPU load.
We can approximate the power consumption at 12.3% CPU
utilization using linear interpolation:

CPU
P = Pl e Pmax - Pl e) *
die + ( dle) ( 100 > )
Substituting the given values in (9):
12.3
P=12+37-1.2)- (100) =1.507 W (10)

If the application runs for 1 hour, it would consume:

E=P-T=15075 Wh (11)

The energy efficiency of the application can be defined as
the amount of work performed per unit of energy consumed.
The energy efficiency of such an application can’t be easily
calculated as it’s not performing computations that can be
easily measured. So, a custom measure of energy efficiency
that is relevant to the application is defined. Energy efficiency
is the number of distinct jamming incidents detected per
unit of energy given that there is jamming attacks on the
system. In this context, given that the application can detect
a maximum of 120 distinct jamming attacks per hour, the
energy efficiency of the application can be calculated as
provided in (12):
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Jamming Signal Strength vs Jamming Detection Accuracy
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N, attacks _ 120
E 1.5075
Therefore, the energy efficiency of the jamming detection

application is approximately 79.6 attacks detected per Wh of
energy consumed.

EE =

= 79.6 attacks/Wh (12)

VI. COMPARISON WITH STATE-OF-THE-ART JAMMING
DETECTION SYSTEMS

A performance comparison of the existing state-of-the-art
jamming detection systems is presented in Table 1. Some
common detection matrices used in most of jamming detec-
tion systems are as follows:

e PDR - Packet Delivery Ratio: The ratio of the number
of packets received to the number of packets sent.

o PR - Packet Rate: The rate at which packets are being
sent or received in a network.

« RSS - Received Signal Strength: A measurement of the
power present in a received radio signal.

o RSSI - Received Signal Strength Indicator: A measure
used to approximate the received power of a signal in a
wireless environment.

o BPR - Bad Packet Ratio: The ratio of the number of
bad (corrupted) packets to the total number of packets
received.

o ECA - Energy Consumption Amount: The total amount
of energy consumed by a device, system, or process over
a given period of time.

« BER - Bit Error Rate: The number of bit errors per unit
time, or the ratio of the number of bit errors to the total
number of bits sent.

In [35], the authors proposed a jamming detection method
based on PDR, BPR and ECA of sensor nodes. They provided
the simulation results where the detection rate varies between
97% to 100% based on the power and distance of jammer.
The drawback of this approach is that the detection rate was
slow and obviously the results in a real environment may vary
significantly. In [36], the detection mechanism is fast because
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TABLE 2: Comparison with State-of-the-Art Jamming Detection Systems

Jamming Detection|Dataset source |Detection Application Accuracy
Mechanism Matrices
Query Based Jamming|Simulations PDR, BPR, ECA |WSN 97% - 99%
Detection Algorithm
[35]
Fast Jamming Detection | Experiments PDR WSN 97% - 100%
(36]
Consistency  Checking|Experiments PDR, RSSI WSN 99%
Approach [37]
Reactive Jamming De-|Experiments RSSI, BER WSN 90%
tection [38]
Artificial Bee Colony |Simulations Energy, Packet| WSN High
(ABC) [39] Loss,RSS,PDR,
Distance
ML  Approach (RF,|Simulations PR,PDR,RSS Wi-Fi Networks [97.5%
SVM,MLP) [40]
Edge Al-Based [41] Experiments RSS Wi-Fi Networks |86.3%
ML Based (SVM, |Simulations and|RSS Wi-Fi IoT Net-{98% and
DT,RF) [42] Experiments works 89.7%
Our Proposed Method |Experiments Throughput, PDR,|Wi-Fi IoT Net-|{99%
Latency and RSSI  |works

only one parameter, the PDR, is taken into account, however,
it is not sufficient to declare jamming just on the basis of
PDR alone as the PDR depends on many other factors such
as network congestion and link quality. The authors in [37]
took into account of RSSI with PDR, if PDR drops and
RSSI is high, a jamming attack is declared whereas if both
are low, it is considered a weak link or network congestion
problem. The issue with this approach is that during jamming
attacks, it gets difficult to get RSSI information from the
sensor nodes preventing this method to be applicable in many
scenarios. The jamming detection technique presented in [38]
has a few hardware constraints and is better suited for radios
which provide continuous RSS estimation and data demod-
ulation. Several evolutionary algorithms are developed and
tested to address jamming detection. In [39], the Artificial
Bee Colony method is introduced to detect jamming. This
algorithm takes a number of parameters and requires a lot of
processing time and computational power which contradicts
with efficiency for IoT devices. The machine learning and
deep learning approaches presented in [40]-[42] require high
memory requirements and processing power. It takes a huge
amount of data to train an ML algorithm and as the network
parameters can change due to the addition/removal of one or
more [oT devices from the network, there is a need to apply
incremental learning to the model frequently. These jamming
detection methods can be integrated with the edge devices
and cloud servers in the IoT network but are not feasible for
the end devices.

There are a few key points that are very crucial when the
current solutions are compared to the solution proposed in
this article.
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1) The jamming detection system provided in this paper
can detect jamming on multiple channels simultane-
ously even on the channels the IoT network is not
currently operating.

2) Itis tested on areal testbed to measure its performance.
Experimental results were found to be consistent with
the expected results.

3) It is suitable for real-time applications.

4) Itis alightweight solution with no additional hardware
requirements and can be integrated with the IoT de-
vices easily. In this way, the end devices can detect
jamming themselves and take countermeasures imme-
diately based on their own inferences.

VIl. DISCUSSION

The study presents the adverse effects of jamming attacks on
Wi-Fi IoT networks. Multiple jamming attacks are demon-
strated on the real wireless IoT network by utilizing a
commercially available SDR. The jamming attacks lead to
significant performance degradation of the wireless network.
The beacon packets sent from ESP-8266 devices in different
channels of 2.4 GHz bandwidth acts as the ground truth
and are used to validate the increase in inter-arrival packet
times and the packet drop rate. The communication packets
collected from the client and the server are analyzed for real-
time jamming detection. An additional Wi-Fi USB dongle is
used to capture the network traffic in the monitoring mode
and the NIC of the IoT device is used to collect data in the
managed mode simultaneously. In the managed mode, the
device connects to an access point and communicates with
the server. The network interface card captures only packets
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that have the device’s destination MAC address; so if the link
is down or there are fading and obstructions this will affect
the throughput, PDR, network delay, and RSSI of the device.

When the device operates in monitoring mode, the device’s
interface captures all the packets within range, even if the
destination MAC address does not belong to the device. Data
collected in the managed mode is used to extract other con-
nectivity issues (i.e. the link is down). The jamming detection
system is mainly built on the data collected in the monitoring
mode. Lack of connectivity, e.g. link unavailability or other
issues does not affect data collected in monitoring mode.
The Beacon packets from the ESP devices are used to set
the ground truth values regarding network throughput, PDR,
End-to-End network delay and RSSI. The channels under
observation do not interfere with each other but there is
interference from other channels which are overlapping them
(e.g. Channel-1 is being overlapped by channel-2, channel-3,
and channel 4). Also, there is interference due to other Wi-
Fi devices in the environment, but the jamming signals and
beacon packets generated in the experiments don’t generate
interference among channels.

It is also worth mentioning that if the jammer has high
bandwidth then it will definitely affect the other consecutive
channels as well. In our case, since the channels do not
overlap and the jammer has a bandwidth of 20 MHz, the
jammer does not affect other channels considered during
the experiment. However, However, if a jamming attack is
performed with a central frequency of 2.412 GHz and 20
MHz bandwidth and channel-1, channel-2 and channel-3 are
examined. The jamming effect will be observed in all three
channels, while the interference effects of jammer will not
be significant on channel-2 and channel-3 as compared to
channel-1. If the effects of the jamming attack are so sig-
nificant that the values of the considered parameters exceed
the threshold values in all three channels, jamming will also
be reported in all of these channels. Similarly, if the jammer’s
bandwidth is increased to 30 MHz and channel-1 is attacked,
the effect is also noticed in channel 6, but less severe than on
channel-1. If the effects are minimal, the jamming detection
system may treat it as interference from other channels and
will not alarm in such cases.

While this study primarily focuses on evaluating the per-
formance of our proposed jamming detection mechanism
in a lab environment, noise and interference are accounted
in the experiments to mimic real-world IoT systems. The
lab. also has background noise sources from other operating
systems, mobile phones, and other electronic devices. All the
experiments are done in noisy environment conditions and
multiple repetitions of the experiments were done to vali-
date the consistency of the results. Interference from other
wireless devices operating in the same 2.4 GHz frequency
band, such as Zigbee and Bluetooth, is also accounted for
as the experiments and evaluations considered the presence
of interference from other devices by conducting tests in the
presence of background noise. The proposed method main-
tained a high level of accuracy (99%) even in the presence of
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noise and interference. Further validation and performance
evaluations in real-world IoT environments are crucial to
fully establish its efficiency.

Link quality metrics in a wireless network show a lot of
variation and outliers. Instantaneous changes in these param-
eters can cause false alarms. Therefore, it is essential to de-
fine a timeout value to identify jamming from instantaneous
outliers as implemented in Algorithm-1. This timeout value
is carefully determined after various experiments so that the
system does not miss any jamming attacks. Moreover, if
there is a change in the wireless environment (No. of IoT
devices increases, the access point position is changed, etc.),
variability of this parameter will change the threshold values
In such cases, there would be a need to update the threshold
values.

The main objective of this study is to design a cost-
effective jamming detection solution that can be easily inte-
grated with IoT devices, considering their limited processing
capabilities. To ensure efficiency and resource optimization,
various KPIs have been investigated and the most appropri-
ate ones are carefully selected after thorough consideration.
RSSTI alone may not provide a complete picture of jamming
detection and can be misleading as an attacker may create a
noisy environment that results in a high RSSI but low Signal-
to-Noise Ratio (SNR) and Signal-to-Interference plus-Noise
Ratio (SINR). In this research, RSSI is selected as one of the
indicators along with throughput, PDR and packet delay due
to its simplicity and minimal computational requirements.
RSSI is not measured directly from the devices themselves.
Instead, the packets are captured in monitoring mode to
obtain the RSSI values. This approach allows us to observe
the impact of jamming on the received packets and identify
potential indicators of jamming attacks. During the jamming
attack, the decline in throughput, PDR, and the inability to
receive packets properly or with high delay along with the
missing RSSI values associated with these dropped packets
serve as indicators of jamming activity.

The jamming detection technique provided in this arti-
cle is better suited for critical applications where real-time
jamming detection is required and faster countermeasure is
needed by the end devices to avoid any damage to the system.

VIIl. CONCLUSION

This paper demonstrates the effects of jamming on 802.11
Wi-Fi networks and presented a real-time jamming detec-
tion mechanism that detects jamming on multiple channels
simultaneously. For this purpose, a real test bed is set up
and jamming attacks are performed with a commercially
available SDR on specific 2.4 GHz Wi-Fi channels. The spot
jamming scenario implemented in this study caused connec-
tivity problems and performance degradation of the network
leading to poor quality of service. To set a base ground
for throughput, PDR, RSSI, and End-to-End network delay,
additional beacon packets with a fixed size are sent using ESP
8266 devices in three non-overlapped channels. Jamming
attacks also affect these packets adversely, corrupting the
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packets and increasing the inter-arrival times. The effect
of jammer with varying power levels is also investigated.
Based on these observations, a jamming detection technique
is developed for IoT devices which enabled the detection of
intelligent jammers that can change their frequency and can
shift channels. The developed application requires minimal
computational and space requirements which makes it feasi-
ble for commonly available IoT devices.

The investigations on the network parameters are ongoing
to exploit the behavior of IoT systems under the influence of
different types of jamming attacks. Subsequent studies and
field trials to assess the practicality and adaptability of this
solution will be conducted in future studies. Although further
research and real-world deployment evaluations are needed,
this study provides a foundation for an effective jamming
detection application in real-time scenarios. The creation of
a jamming attack dataset and the development of machine
learning approaches with appropriate feature selection for
jamming detection and identification solutions model con-
struction will also be the main focus of future works.
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